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Abstract—Cloud Computing delivers hosted cloud services over
the internet. Computational services are usually limited but
can be extended by purchasing, maintaining and updating the
provided equipment. These services are accessed via HTTP(S)
protocols. They can be established within a shorter time with
high throughput. Costs depend on service providers. Technology
advancements over the past few years have increased the security
of users in the public cloud. Still, the public clouds are not 100
percent secured. More robust challenges are still underlying these
public cloud accounts. This paper focuses on providing a review
of different public cloud security issues and immediate remedies
to date.

I. INTRODUCTION

Majority of the Information Technology Industries directly
or indirectly uses cloud services. In day-to-day life, an em-
ployee uses Gmail / Microsoft Outlook to send emails to other
people in their organisation. Gmail and Microsoft Outlook
are Software as a Service (SaaS) applications. Such SaaS
application provides services to the end-users over the internet
with some handling fee based on the account type. These SaaS
applications are deployed in the cloud and use Simple Mail
Transfer Protocol (SMTP) to deliver emails.

Constructing and maintaining computational resources in an
IT Industry is a costly effort. It requires a lot of human effort,
capital and space. IT Industry outsources its needs to public
cloud computing services.[1] These are relatively cheaper and
effective compared to the traditional services. Infrastructure as
a Service (IaaS), Platform as a Service (PaaS) and Software
as a Service (SaaS) are three commonly categorized cloud
delivery services in the market.

A. Infrastructure as a Service

Infrastructure as a Service is an instant computing infras-
tructure, provided and managed over the internet. In IaaS,
the service provider provides support to users to manage
their Operating System, Middleware applications, Runtime
and Application Data. Virtualization, Servers, storage and
networking will be controlled by the service provider. Amazon
Web Services (AWS) offer IaaS solutions to the users. These
resources are monitored for billing purposes.

B. Platform as a Service

Platform as a service provides the platform to users. Users
develop, run, and manage their applications without main-
taining the infrastructure. The service provider provides the
Runtime, Middleware software, Operating System, Virtualiza-
tion, Servers, Storage and Networking to the users. Users can

control their applications and maintain them on the platform.
Google Cloud Platform (GCP) offer PaaS solutions to the
users.

C. Software as a Service

Software as a Service provides software to the end-users.
Users don’t need to run, maintain the application. Users
can use software for their activities. Application, Data, Run-
time, Middleware software, Operating System, Virtualization,
Servers, Storage and Networking control will be in the hands
of the service provider. All Cloud hosted application software
comes under this delivery model. Gmail / Microsoft Outlook
comes under SaaS delivery.

Users are free to adopt any delivery model to outsource
their work. Each delivery model has its pros and cons but our
scope is limited to cons here under security. Data / Program
we insert in the cloud service providers are encrypted. Data
Encryption doesn’t mean that our data is completely safe. It
is just a lock to make original data invisible. Once the lock is
opened with a valid key, the data is visible to everyone.

As long as data is made publicly available on the internet
relevant measures have to be taken care of before permitting
users to see the data. Data Access Control Strategies are
increasing day-by-day starting from a secured authentication
systems to IP address-based authentication systems. These
systems are very complex and hard to construct but are being
improved to a greater extent because of the increase in number
of attacks. The further sections in the paper are categorized as
follows.

II. DATA SECURITY IN PUBLIC CLOUD

Cloud computing uses multiple technologies including but
not limited to networking, databases, resource scheduling,
virtualization, transaction management, load balancing, con-
currency control, operating systems and memory management

In a high level there are 6 major areas where we encounter
security issues in public cloud [2]

Cryptographic Encryptions can secure the data at rest as
well as data in transit. But the data encryption time becomes
overhead. User Authentication and Integrity protection mecha-
nisms ensure data availability to the customer requested. These
are equally important as the data is handled over the internet.

Cloud providers prefer Virtual Machines and Hypervisor to
separate the cloud users. Each cloud user must have their legal
and regulatory experts to inspect cloud provider’s policies and
practices for ensuring their adequacy. Automated notifications
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Fig. 1. 1. Data at rest, 2. Data in transit, 3. Authentication, 4. Separation
between customers, 5. Cloud legal and regulatory issues and 6. Incident
response.

help to inform the cloud users regarding the incident to handle
the security breach.[3]

Security issues in cloud computing are dynamic. Some of
the security issues are addressed below.

A. Privileged User Data Access

The customer data present in the cloud can be accessed by
other cloud users in unauthorized ways. It is similar to hacking
a OTP from a bank account to perform a transaction by a bank
employee. These Privileged users can present inside or outside
of your cloud environment but they have access to the data to
manipulate.

It is one of the major issues in any database implementation.
This problem was faced earlier by Apple and Google. They
have mitigated this issue by the separation of duties. They
have ensured that the activities of privileged third parties are
monitored by your staff and fraudulent activity will make a
notification to the higher authorities.[4]

B. Data Location and Segregation

Public Cloud Service providers offer multiple locations to
the customer to store data. Amazon Web Services has around
100 data centers spread across 15 cities in 9 countries. Without
knowing the presence of the data location, the provision of
the data protection act for some region might be severely
affected and violated. This also possess a risk of data along
with other customers’ information[5]. Segregation methods
like Encryption and Digital Signatures might help to save the
data.

C. Data Loss

Data in the cloud is distributed. If one data center failed
to retrieve your data, another data center can access and get
your data. Data loss is referred to when valuable or sensitive
information on a computer is compromised due to theft, human
error, viruses, malware, or power failure. User authorization
and time-to-time resource monitoring can help to mitigate data
loss. Swim-lane isolation is a popularly known technique that
can help to avoid data loss in public clouds.[6]

Fig. 2. Causes of Data Loss[6]

D. Data Disposal

Data Disposal refers to the deletion of user data in the cloud
environment. This issue arises due to the dynamic allocation of
hardware resources to cloud users. The cloud providers need to
ensure that all backup, logs data must be removed alongside
the user data in the cloud. Formatting the data disk drives
would be an ideal option but necessary care has to be taken
to make sure that other customers’ data won’t be affected.
Improper disposal leads to side-channel attacks.

E. Protective Monitoring

Cloud users have to be monitored to protect other users
data. Many privacy issues will arise but it is as important
as protecting security to other users. Customers may not
invoke their protective mechanisms as they are a bit costly
to handle and some cloud providers don’t provide service to
the customer level.

III. NETWORK SECURITY IN PUBLIC CLOUDS

Cloud services are offered using Networking Protocols.
Cloud Service providers need to ensure a low data loss
during the data transfer from local machines to the cloud
environment.[7] To ensure data loss, we can use strong en-
cryption techniques such as Secure Socket Layer (SSL) and
Transport Layer Security(TSL). AWS protects users from sev-
eral network attacks like Man-In-The-Middle (MITM) attack,
port scanning, IP spoofing..,

A. Virtual Private Networks

A single vendor organisation can experience lower data
transfer rates. Virtual Security Gateways and multiple ven-
dors can be incorporated for high data transfer rates. This
provides customer-controlled security. A private infrastructure
can be established where the cloud control lies within the
organization.[8]
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B. Network Accessibility

Data in the public cloud can be accessed by most of the
users. Eg: A public AWS EC2 server can be called in a web
browser with the IPv4 address provided. A server administrator
can use his security key and instance key (.pem file) to login
into the server from Command Line Interface(CLI). Complex
and secured User Authentication systems can help cloud users
to protect the data leak. System administrators must limit the
instance login access from the IP address as well. This can be
performed under the security groups of AWS EC2.

C. Data Latency

Low data latency should be maintained to avoid attacks
during the data transfer. Data transfer won’t be continuous and
consistent in the case of Metropolitan Area Networks(MAN)
and Wide Area Networks(WAN) compared to LAN(Local
Area Network). More number of intermediate network com-
ponents affect the data latency.[9] This issue can be mitigated
by invoking optimized routes to route the data from the local
machine to the data center.

IV. RECENT THREATS IN PUBLIC CLOUDS

Majority of the security threats arises due to the vulnerable
design of cloud architecture. Poor architecture causes data loss
to cloud customers. Four major security threats identified in
recent times are discussed below

A. Compromised Credentials

User Credentials in public clouds compromises. It happens
involuntarily a lot. For Eg: In Amazon Web Services, an email
notification will be sent to the root account if a Identity and
Access Management (IAM) access and secret keys are exposed
publicly in the internet. It happens when we push the code into
public repositories like Github, BitBucket..., Majority of the
attackers get access to credentials here. A good practice is to
make these credentials invalidate if the accounts are not being
used. One more practice is that to provide limited access and
restricted scope to these credentials.[10]

B. Data Breach

Data Breach is referred to when confidential information
is stolen/used by unauthorized personnel. Data Breach can be
avoided by restricting access to the information as soon as
possible before the confidential information is out. It is always
advised to maintain confidential data restricted to a specific set
of users in the organisation. Known and trusted parties should
have access to the information in the cloud. Alert systems
should trigger in time of data breach.

C. Hacked Application Protocol Interfaces(API)

Nowadays, API’s are vividly used to pass data between
different heterogeneous devices. These API’s can be tampered
creating a business loss to the organisation. To mitigate that
we can encrypt the API Key and should be decrypted only
at the server environment. Age limit should be set to these
API keys and make users update their API Keys time-to-time.

Real-Time API monitoring also helps to prevent the hacking
of API.

D. Permanent Data Loss

Data in the cloud will be dynamic. These data should have
a backup copy secured at different servers other than the
running instance. This helps to restore the system state at the
time of vulnerability. These backups are costly and the cost
varies among providers. Maintaining a restricted set of users
to perform activities in cloud environments helps to reduce the
data attacks in the organisation.

V. BEST PRACTISES IN PUBLIC CLOUDS

The security issues in public cloud services are increasing
day-b-day[11]. 95% of the organizations are considering data
security in public clouds. Here are few best practices to employ
a secured and reliable cloud application in public clouds.

A. Access Management and Control

It is advised to provide access to a trusted and restricted set
of users in the organisation. These access credentials should
be timely changed to avoid data breaches. Email Triggers and
Log Information should be recorded when an event happens
with these credentials in the public service.

B. Vulnerability shielding

The Organisation must check the vulnerability of their
cloud services utilized frequently. Timely updating the services
reduce the risk of an attack of the cloud by the hackers[12]

C. Cloud Architecture

Cloud Architecture employs a major role in reducing at-
tacks. Resources should be distributed and follow strict access
control to unauthorized users. New Software / Packages up-
dates for these resources should be properly inspected before
updating. Resources should be properly managed to meet the
organisation needs. Adaptation, run-time models, continuous
development and deployment are some of the highly adopted
principles to employ a better cloud architecture[13].

D. Data Backup

Data in the public cloud should be backed up safely to
restore the system to a particular point. These Backups as
aforementioned are costly and the cost varies from provider
to provider. A best practice is to store the backup in a
different server which is only accessed by restricted users.
Some organisations prefer to save copies of data either in local
or standalone computers.

E. Organisation Policies

Newly formed or established organisation must ensure that
the employees are abiding with the data policies imposed and
need to provide regular training on Data Importance, Case
Study analysis which could mitigate future havoc.
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VI. CONCLUSION

Cloud Computing is a revolutionized technology in the
Information Technology Domain. These services are employed
directly (or) indirectly by almost all IT organisations. Cloud
services should be properly allocated and used. Newer Security
concerns were constantly raised day-by-day in public clouds
compared to other cloud delivery models. Effective practices
should be lined up to keep the stored data safe from vulnerabil-
ities. With the increase of attacks, we can’t employ a one-stop
solution to security challenges. The methods aforementioned
will minimize threats to an extent. Reviewing the security
policies and procedures helps to protect the data and its
privacy.
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